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Abstract— The objective of this paper is to present a
conceptual architecture of a Building Energy Management Open
Source Software (BEMOSS) platform. BEMOSS is an open
source operating system that is expected to improve sensing and
control of equipment in small- and medium-sized commercial
buildings, reduce energy consumption and help implement
demand response (DR). It aims to offer: scalability, robustness,
plug and play, open protocol, interoperability, cost-effectiveness,
as well as local and remote monitoring. In this paper, four
essential layers of BEMOSS software architecture -- namely User
Interface, Application and Data Management, Operating System
and Framework, and Connectivity layers -- are presented. A
laboratory test bed to demonstrate the functionality of BEMOSS
located at the Advanced Research Institute of Virginia Tech is
also briefly described.

Index Terms— Building energy management, open source, and
demand response.

I. INTRODUCTION

N the United States, buildings consume over 40% of the

country’s total energy consumption [1], and 90% of these
buildings are either small-sized (<5,000 sqft) or medium-sized
(5,000-50,000 sqft). For small- and medium-sized buildings,
heating consumption is the dominant end use, followed by
lighting, plug loads and cooling [2]. Specifically, Heating,
Ventilation, and Air-Conditioning (HVAC), lighting and plug
loads account for almost 90% of all consumption in buildings.

The U.S. Department of Energy (DOE) targets to save $2.2
trillion in energy-related costs by reducing building energy use
by 50% compared to the 2010 baseline [3]. The study [4]
shows that due to the lack of building monitoring and control,
significant portion of the energy consumed in buildings is
wasted. This is because existing Building Automation Systems
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(BAS) are still cost-prohibitive and being used mostly in large
buildings. BAS are not popular in most small- and medium-
sized buildings due to lack of awareness of benefits, lack of
inexpensive packaged solutions, and sometimes due to the
owner not being the tenant and so finding no incentive to
invest in these systems [4].

Recently, more and more commercial products for
home/building automation systems have become available to
tackle these problems. Some examples of these products are
SmartThings [5], Staples Connect™ [6], GE Brillion™ [7],
Lowe’s Iris [8], Revolv [9] and etc. These solutions allow
homeowners or small building owners to monitor or control
specific compatible devices. However, there are still certain
limitations for users or developers of that particular platform
including incompatibility between vendors, limited number of
supported devices, standards, communication technologies or
data exchange protocols. Even though advanced users or
developers can sign up to develop applications or add new
devices to the platform, they are limited by the need to rely on
specific tools provided by the platform. This makes the
development ecosystem/vendor specific for that particular
platform.

Some open source building automation solutions are
available such as Freedomotic [10], OpenRemote [11], and
openHAB [12] etc. These platforms provide open, flexible
architectures, and hardware/protocol agnostic tools for
developing residential or commercial automation. The
intelligence of buildings can be enhanced to implement
automated rules, scripts, or event triggering for a specific
device(s). However, the solution to make devices coordinate
and communicate autonomously and seamlessly together in
order to achieve the global objective of a building’s owner
(e.g. perform DR when the price of electricity is high) has not
yet been addressed.

The knowledge gaps discussed above prompted the
development of a web-based Building Energy Management
Open Source Software (BEMOSS) platform for optimizing
electricity usage and implementing demand response (DR) in
small- and medium- sized buildings. This opens up demand
side ancillary services markets and creates opportunities for
building owners, which in turn can help accelerate
development of market-ready products like embedded
Building Energy Management (BEM) systems and device
controllers for HVAC, lighting and plug loads. This also
enables utilities and independent system operator (ISOs) to
actively leverage DR as a partial substitute for generation
reserve or transmission upgrade. This paper discusses the core
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concept of the BEMOSS operating system, its software
architecture and lab experiment to demonstrate BEMOSS
functionalities.

II. BEMOSS CONCEPT

This section discusses key features of BEMOSS, target
buildings, types of load controllers, as well as communication
technologies and protocols supported by BEMOSS.

A. Key Features

The proposed BEMOSS operating system has following
features:

Application: BEMOSS is designed to have an open
architecture to make it easy for hardware manufacturers to
develop Application Programming Interface (API) to
seamlessly interface their devices with BEMOSS. Software
developers can also contribute to adding additional BEMOSS
functionalities and applications.

Usability: BEMOSS is designed to provide interoperability
among various standards and protocols, thus allowing
integration of heterogeneous devices in a plug & play and
scalable fashion.

Advanced Monitoring: BEMOSS provides real-time
monitoring of building energy consumption and device status
through a web interface and mobile apps.

Advanced Control: BEMOSS provides advanced
algorithms for sensing and control of equipment, helps reduce
energy consumption and implement demand response (DR)
that can offer different grades of comfort and savings.

Cost-effectiveness: Implementation of BEMOSS is
deemed to be cost-effective as BEMOSS is built upon a
robust open-source operating system that can operate on a
low-cost embedded system, such as Raspberry Pi and
BeagleBone.

B. Target Buildings
supported by BEMOSS

BEMOSS mainly targets small- (<5,000 sqft) and medium-
sized (between 5,000 and 50,000 sqft) commercial buildings.
BEMOSS controls HVAC, lighting and selected plug loads.
Load controllers with communication features for each of
these target load categories are considered for BEMOSS
integration. For HVAC systems, smart thermostats and
RTU/VAV controllers are the most popular control devices.
For lighting loads, dimmable ballasts and Wi-Fi light switches
can be used. Smart plugs can be used as controllers for
miscellaneous plug loads. In addition to these controllers,
BEMOSS also supports power/energy meters and sensors
(e.g., occupancy, light, temperature and humidity).

and Types of Load Controllers

C. Communication Technologies and Protocols supported by
BEMOSS

Various  technologies are available that allow
communications between BEMOSS and associated load
controllers in a building. These include wired technologies,
like: Power Line Communication (PLC), Ethernet and Serial
(RS-485); as well as, wireless ones, like: ZigBee, Wi-Fi, Z-
wave and EnOcean.

Currently, BEMOSS supports the following prevalent

communication technologies: Ethernet (IEEE 802.3), Serial
(RS-485), ZigBee (IEEE 802.15.4) and Wi-Fi (IEEE 802.11),
as summarized in Table 1.

TABLE L

COMMUNICATION TECHNOLOGIES SUPPORTED BY BEMOSS [13]

Technology Standard/ Max. Theoretical Coverage
Protocol Data Rate Range
Wired Communication Technologies
Ethernet IEEE 802.3 10 Mbps- 1 Gbps up to 100 m
Serial RS-485 100 kbps — 35 Mbps up to 1,200 m
Wireless Communication Technologies
ZigBee ZigBee 250 kbps up to 100 m
ZigBee Pro 250 kbps up to 1,600 m

WiFi 802.11x 2-600 Mbps up to 100 m

Devices communicating using the same communication
technology may utilize different data exchange protocols. For
BEM, there are many protocols that are popular or becoming
popular. These are open standard protocols like: BACnet,
Modbus, KNX, M-bus, Web, OpenADR and Smart Energy; as
well as proprietary protocols like: LonWorks and DALI.

Currently, BEMOSS supports the following protocols:
BACnet, Modbus, Web, OpenADR, ZigBee API and Smart
Energy protocols, as summarized in Table II.

TABLE IL
DATA EXCHANGE PROTOCOLS SUPPORTED IN BEMOSS

Allow communications
over:
Data exchange protocol Application 2l v ©
= £ = — ]
[ ) 22} m
o = = =] )
E B Al 2| N
1. BACnet (IP) Building automation X X
BACnet (MS/TP) X
2. Modbus (RTU) Legacy device X
Modbus (TCP) communications X X
3. Web (e.g., XML, Numerous applications X X
JSON, RSS/Atom)
4. ZigBee API Home/building X
automation
5. OpenADR Demand response X X
6. Smart Energy Smart grid X X | X

III. BEMOSS ARCHITECTURE

Fig. 1 illustrates BEMOSS software architecture, which
comprises the following four layers: User Interface (UI) layer,
Application and Data Management layer, Operating System
and Framework layer, and Connectivity layer. Each layer is
described below.

A. User Interface (UI) Layer

The BEMOSS UI layer has two components:
interaction and user management.
1) User Interaction

BEMOSS UI consists of: (1) web browser interface, and (2)
mobile interface. The BEMOSS web application resides in a
central server, while BEMOSS mobile apps reside in end user
devices.

BEMOSS web interface: BEMOSS web Ul is a dashboard

user
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Fig. 1. BEMOSS software architecture.

type interface with visuals and graphs to show current settings
of devices in each zone. Authenticated users can also control
these devices through the interface. BEMOSS web interface is
implemented wusing the model-view-controller (MVC)
architecture [14]. The model includes data management and
data objects from time-series database, and relational
database. The view refers to what is presented to users and
how users interact with BEMOSS. The view comprises
HTML, CSS and JavaScript [15][16]. The controller acts as
the interface between the model and the view. The controller
updates the model when there is a change of the system state
or when a user requests for a change. Then, the controller
communicates the change in the model to the view. It also
handles requests and responses, controls database connections,
and handles communications with the Application and Data
Management layer.

BEMOSS mobile interface: BEMOSS also provides a
mobile interface to monitor and control selected loads in the
building. The mobile interface follows the same standards as
the web interface. Android [17] and iOS [18] mobile
development platforms are chosen, as they are the most widely
used among mobile platforms.

2) User Management

In BEMOSS, role-based access control is implemented to
allow different levels of access to different individuals. For
example, building engineers will have full authority to adjust
set points and schedules of loads in buildings, while tenants
will have limited access to view current status and historical
load data, or control selected loads in specific zones. In

BEMOSS, this role-based access control is achieved using
access control lists.

B. Application and Data Management Layer

This layer comprises application management and data
management, as described below.
1) Application Management

This layer embeds algorithms to allow monitoring and
control of hardware devices interfaced with BEMOSS.
Examples of possible applications include demand response,
price-based management, operation monitoring, energy
consumption analysis, load control based on local conditions,
alarming notifications, planning and scheduling, data
visualization and web services.
2) Data Management

For intelligent decision making, BEMOSS requires data to
be collected continuously with time. These time-series data
are usually difficult to manage due to the amount of data
accumulated over time. As a result, BEMOSS needs a
powerful time-series database that is open source and scalable.
After analyzing a few choices, including sMAP [19],
InfluxDB [20] and OpenTSDB [21], the BEMOSS team
selected SMAP(Simple Measurement and Actuation Profile)
for storing BEMOSS time-series data. This is because SMAP
performs better compression and extraction with time-series
data than the other choices. This feature is crucial to the
BEMOSS storage system, where within a fraction of time, the
large amount of data has to be collected from multiple devices
for archiving and processing.
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Fig. 2. BEMOSS agent services in the Operating System and Framework layer.

In addition, there is also a need to store metadata for
identifying users, devices, and process controls. Since sSMAP
cannot store metadata, another database system is required. A
relational database management system (e.g., SQLite [22],
PostgreSQL [23]) can be used to satisfy the need to store the
metadata.

C. Operating System and Framework Layer

In this layer, VOLTTRON™, a distributed agent platform
developed by Pacific Northwest National Laboratory (PNNL)
[24]-[26], is chosen as the software platform for BEMOSS.
VOLTTRON™ is designed to run on small-form-factor
computers and is capable of interfacing with legacy devices,
maintaining security and managing platform resources, and
servicing for applications. VOLTTRON™ platform enables
the deployment of intelligent sensors and controllers in
residential/commercial  buildings and the smart grid.
Distributed agents using peer-to-peer communications in
VOLTTRON™ cooperate to bring computation closer to data
to enable distributed control decisions and data analysis.
Intelligent agents residing in VOLTTRON™ are designed to
have most of these capabilities: reactive, pro-active, social,
mobility, veracity, benevolence, rationality, and
learning/adaptation.

With respect to VOLTTRON™ architecture and design, the
platform consists of communication services (CS), resource
manager (RM), authentication and authorization (AA),
directory services (DS), agent instantiation and packaging
(AIP) and information exchange bus (IEB) modules. For the
proposed BEMOSS software architecture, VOLTTRON™

provides connectivity and abstraction capabilities to
BEMOSS.
In terms of connectivity, devices with different

communication technologies and different data exchange
protocols are able to integrate into the VOLTTRON™
platform. VOLTTRON™ includes drivers for interfacing with
MODBUS BAChnet based devices. Drivers can be written for
devices which do not use those protocols based on the
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availability of an Application Programming Interface (API)
for that device. These drivers then publish data to
VOLTTRON™ enables a device to communicate, be
monitored and controlled by an assigned intelligent agent with
assistance from the Connectivity layer described in the next
subsection. A device can also response to an event triggered
by an associated agent or an external environment specified in
the Application and Data Management layer.

In terms of abstraction, VOLTTRONT™ allows applications
to communicate with devices via its message bus instead of
requiring them to use the particular device protocol. Drivers
can be added to the platform to increase the number of
supported devices. This enables BEMOSS developers to
develop an agent to control a device or coordinate multiple
devices regardless of communication technologies or data
exchange protocols used.

Fig. 2 shows important types of BEMOSS agents
available/developed in VOLTTRON™. Each type of agents
has different functionalities as described below.

® Discovery agent: This agent searches for a new device
that can be detected by BEMOSS, identifies device
model, classifies device type, and specifies appropriate
API class for a device. Discovery agent also instantiates a
suitable control agent for each device.

® Control agents: Control agents include thermostat agents,
lighting load agents and plug load agents. These agents
are generated automatically to monitor, communicate and
control hardware devices after they were discovered by
the Discovery agent.

® Database agent: This agent communicates and interfaces
with the SMAP database to store time-series data and with
the relational database to store metadata.

® OpenADR agent: This agent receives demand response
request from a utility or an aggregator (e.g., EnerNOC
[27]) through a web service on the cloud. It then notifies
selected agents of a DR event.



® Demand response agent: This agent communicates and
coordinates with control agents. This is to reduce peak
demand consumption during a certain period, according to
the price signal or the demand reduction signal received
from the OpenADR agent.

D. Connectivity Layer

This layer takes care of the communication between the
Operating System and Framework layer and all physical
hardware devices. This encompasses different communication
technologies, data exchange protocols and device
functionalities. For this layer to work properly, physical
communication mediums should be properly setup and
configured. In this section, communication technologies and
their corresponding setups for connectivity layer, data
exchange protocols and message interpretation functions, and
supported functionalities of hardware devices are discussed.

1) Communication Setup

The description below discusses how hardware devices that
use different communication technologies can be interfaced
with BEMOSS:

Wi-Fi: A Wireless Local Area Network (WLAN) can be
setup using existing wireless infrastructure in a building or by
using wireless routers to setup a new wireless network. Both
Wi-Fi hardware devices and BEMOSS must be configured to
join the same network.

ZigBee: To enable BEMOSS to communicate with ZigBee
devices, BEMOSS must be connected with a ZigBee
coordinator to allow a personal area network (PAN) to be
formed. Then, all ZigBee devices must be configured to join
associated PAN(s).

Ethernet: All Ethernet devices are connected via Ethernet
cables and switches. To be interfaced with BEMOSS, Ethernet
devices must be configured such that they are in the same
subnet with BEMOSS. Routers can be used to route messages
between devices in different subnets.

Serial (RS-485): Serial devices are connected using physical
wires. These devices may also be interfaced with BEMOSS
via a router (for example, a BACnet IP to MS/TP router).

Once physical communication mediums are setup and
properly configured, different layers of communication
technologies can take care of message transmit/receive
functions over physical mediums. Hence, the connectivity
layer of BEMOSS only needs to take care of data exchange
protocols and message interpretation functions.

2) Data Exchange and Message Interpretation

Currently, BEMOSS supports BACnet, Modbus, SEP,
ZigBee API and web service-based data exchange protocols
(e.g., XML, JSON). Software components/drivers in the
connectivity layer: (a) handle details of data exchange
protocols based on the API of hardware devices, (b) provide a
simplified API for the upper layer of BEMOSS based on
required device functionalities, and (c) interpret messages
between these two APIs. An API class is developed in the
Operating System and Framework layer for each compatible
device, which simplifies the task of agent developers by
providing abstraction over details of communication
technologies and protocols.

55

3) Hardware Device Functionality

As mentioned before, BEMOSS primarily targets three
types of hardware devices: HVAC, lighting and plug load
controllers. These devices have different functional
requirements. For example, a thermostat is required to provide
room temperature data or set-point control, whereas a plug
load controller (e.g., a smart plug) is required to provide
ON/OFF control. This is why the Connectivity layer in
BEMOSS also needs to address differences in required
functionalities of devices in addition to their communication
technologies and protocols.

IV. LABORATORY DEMONSTRATION

A laboratory has been set up at Virginia Tech Advanced
Research Institute to demonstrate BEMOSS features and
capabilities. It includes a computer to host the BEMOSS
operating system and selected hardware devices that use
different communication technologies and data exchange
protocols. Fig. 3 shows the lab setup with a PC and selected
load controllers. Additional load controllers are being

integrated into BEMOSS. In the future, BEMOSS is expected
to be hosted in a small-form-factor computer, such as
Raspberry Pi or BeagleBone.

Fig 3. BEMOSS lab setup at VT-ARL

V. CONCLUSION

This paper introduces the BEMOSS operating system
aiming at improving sensing and control of equipment,
reducing energy consumption and enabling demand response
of small- and medium-sized commercial buildings. Its core
concept and software architecture are presented to showcase
how BEMOSS is designed and developed to be a cost-
effective, cross-standard, and open-source software platform.
The open-source architecture will enable developers with
different skill sets to work on different layer(s), thus enabling
rapid deployment of BEMOSS. Compatibility across standards
will enable vendors to build products suiting customer needs.



Seamless integration and plug-and-play feature of BEMOSS
will provide customers with a hassle-free experience. In short,
BEMOSS is envisioned to fill a long-awaited gap in energy
management in small- to medium-sized buildings.
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